
IT Auditing for non-IT Auditors

Stephen W. Minder, CEO

YCN Group, LLC



Yes, We Can!Can non-IT Auditors audit IT?
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Learning the Language
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�The Acronym ABC’s of 

Information Technology

�Really - “IT Risk”



Top Secret Top Secret Top Secret Top Secret –––– Your Eyes Only!Your Eyes Only!Your Eyes Only!Your Eyes Only!
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AGENDA

� Understanding the Blueprint
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� Understanding the Blueprint
� Navigating the Technology
� Testing What We Can Test

� Communicating Results



Understanding the BlueprintUnderstanding the BlueprintUnderstanding the BlueprintUnderstanding the Blueprint
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Navigating the TechnologyNavigating the TechnologyNavigating the TechnologyNavigating the Technology
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Technology
� SQL (Structured Query Language)

� Modern Programming Language

� C#, C++, VB, Java
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� C#, C++, VB, Java

� Other

� ODBC (Open Database 

Connectivity) Drivers

� Utilities



Testing What We Can TestTesting What We Can TestTesting What We Can TestTesting What We Can Test
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Program 
Change 
Control

o Authorization
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o Authorization
o Segregation
o Documentation
o Safeguards



Logical Logical Logical Logical 

Access Access Access Access 

ControlControlControlControl
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� Authorization

� Least Possible 

Privilege

� Vital Updates

• Terminations
• Re-Hires
• Job Changes



Protecting Protecting Protecting Protecting 

FilesFilesFilesFiles

� Physical Access

© Copyright 2012 by YCN Group, LLC - All Rights Reserved

� Physical Access

� Logical Access

� Backup

�Monitoring

� Exception F/U



Processing Processing Processing Processing 

ControlsControlsControlsControls
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I. Specifications

II. Testing
1. Data Integrity
2. Correctness

III. Safeguards
1. Edits
2. Limits
3. Validation



Communicating ResultsCommunicating ResultsCommunicating ResultsCommunicating Results
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Talk to Talk to Talk to Talk to 

Technology Technology Technology Technology 

ProfessionalsProfessionalsProfessionalsProfessionals
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• Explain Business Risks
• Relate to the Business Risk
• Describe IT impact on Business
• Understanding Business Issues
• Transparency



Talk to Talk to Talk to Talk to 

Business Business Business Business 

ProfessionalsProfessionalsProfessionalsProfessionals
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• Explain Business Risks
• Relate to IT influences
• Business Description of  IT
• Describe IT Issues
• Transparency



RequiredRequiredRequiredRequired

Emphasis Emphasis Emphasis Emphasis 

for for for for 
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for for for for 

DiscussionDiscussionDiscussionDiscussion

�Throw away the “IT Mystique”
�Stick to the Facts
�Focus on Risks and Opportunities



Build Build Build Build 

ConsensusConsensusConsensusConsensus
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1. Business Unit Mgmt

2. Senior Management

3. System Owners

4. IT

5. Stakeholders

6. Legal

7. Security

8. Audit



QUESTIONS?
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QUESTIONS?
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